RECOVERING FROM IDENTITY THEFT
IT'S EASIER WITH A PLAN

Hollywood might have you believe that identity theft means a dozen maxed out
credit cards, a warrant for your arrest, and a bill for a spa appointment
2,000 miles away. But in real life, identity theft can be sneakier.

It might start with a small credit card charge you don’t recognize. Or
a strange new account that shows up on your credit report. Or a
letcer from the IRS that says you already filed taxes this year. Only
you didn't. If someone uses your information to make purchases,
open new accounts, or get a tax refund, that’s identity theft.

It might take 2 while to figure out what's happened, and how to recover.
IdentityTheft.gov - a new resource from the Federal Trade Commission - can
help. IdentityTheft.gov can help you determine which critical steps come first,
and gives detailed advice and helpful resources - like easy-to-print checklists and
sample letters. The site also conpects you to organizations that are critical to the
recovery process, like credit bureaus, the Social Security Administration, the IRS,
and local consumer protection offices.
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Discover Best Practices to Protect
You, Your Firm, and Your Clients

Protecting your clients is priority number one—but it can be difficult when
new threats arise every day. We are here to help—see below for suggested
best practices to help better protect yourself and your clients from fraudulent
activities or hacking attempts.

Phones, Tablets, Laptops, and Public Networks
= Add antivirus protection to your phone

a Choose to use your cellular provider's netwaork over free Wi-Fi
or hotspots

3 When available, choose a secure Virtual Private Network (VPN)
when using public Wi-Fi or a hotspot

@ Always choose encrypted log ins for email access on your
portable devices

= Never log in to your important accounts from a public hotspot
= Disable the Bluetooth setting on your device when not in use

Home and Office Networks
= Change the default password on your network equipment

" Avoid buying electronics via resale sites or from individuals
{(via EBay™, Craigslist, etc.)

L] Do not purchase network equipment if the box has already
been opened

= Never trust a free USB stick—use only store-bought USBs
that have never been opened

Passwords for Personal Accounts and Email

| Use strong passwords, especially for email—mix letters, numbers,
and special characters

= Pick a phrase or favorite song verse and use the first Ietter of each
word for your password

continued »

Protect your information with these
tested strategies:

B Secure phone and computer networks
with up-to-date antivirus software and take
precautions in public hotspots

® Be password savvy by changing all default
passwords, updating them regularly, and
using best practices to create strong
passwords

® Purchase electronics from trusted sources
and exercise caution when downloading
apps and software

® Safeguard your banking information by
only using ATMs at a bank, watching out
for skimmers, and paying attention tc how
cashiers swipe your card

Ameritrade
Institutional
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Avoid using software password managers that store passwords online or
in “the cloud;” instead, save passwords to a local hard drive or USB stick

Do not use the same password for all accounts
Never log in to anything from a public kiosk (at airports, malls, etc.)

Ask your clients to check their accounts at least monthly, or offer to do
it for them

Do not click on links in email or enter your credentials in pages linked
from email; instead, go directly to the website and manually type the
address or search on the site

Call and verify any email requests you receive for money

Bank and Credit Cards

L]

Only use ATMs at a bank—not a convenience store, mall, etc.

After using an ATM or terminal requiring you to enter a PIN, gently rub
your hand over the keys several times to “erase” any heat signatures
on the keypad

Look for “skimmers” when using debit/credit cards at self-service
terminals like gas pumps

Use gas pumps closest to the cashier or building, as they're less likely
to be compromised

When a cashier has your debit/credit card, pay attention to their
swiping motion and the device used

General

]

Question downloaded apps and software by reviewing usage
agreements so you know what you're allowing them to do

Consider why the app or software company is free or needs the
connectivity and/or access to your contacts and Internet

Check the web address (“URL") and look for “https” over “http;”
the “s” in *https” stands for secure




NOISSININOD 3dvHdL 1v¥d3a3d

143H1 ALILN3AI

ISNIVOVY XIOvE ONILHOIL

YaUIpI/A0G 91 MMM

aN343d-19331340-43130

~0850¢ 2a ‘uo)Bulysem

0 L-H ‘MN “8Ay ejueajfsuusd 009
UOISSILLILLIOY BpeJ] [Bapad

J1ajua7 asuodsay JawNsuos

:0) Supuis Ag $301n0831 1a1) (1] Jo sadod
159nba1 10 ‘Wepi/A0B-0Y 1SIA Y1 ISUTESE PUSJAP PUE
‘10919 ‘I219P 01 MOY PUE oY) (J] NOYE IOW WIED] O,

1BUIPI/ACH 01 MMM

EIOAY

(N3430-133130-43130

"SSAIDE DAY OYM

saatordwa aquiq Jo ‘siafo[dwd J121) WO SPI0daL

[puuostad [E3$ A3, "UOITBULIOJUL XB) 1O YD

MU PUE ‘s1apo Npatd parordde-aid ‘sjuawaie)s

PJED JIpaJD pue yukq durpnpoul ‘[rew ‘sasind pue
si[[em [eals Aoy Buljesls ,pauciysed-pio, ‘G

"W} SSAIPPE JO ABURLD,,
© Bunardwod Aq UOTEIO] JOYIOUE 0} SIUIWAIEIS
Suypq anof wparp Aoy “ssaippy anop Bulbueyy

“uoneuLiojul euosiad

104 [easd1 0) no4 138 03 sadessaw dn-dod

Jo weds puas pue safuedwod 10 suonmusur
[euEuy aq 0] puajaad Ay, “Huiusiud g

"PIED INOA
durssadoud usym 301aD 331018 [RIdAdS v Buisn Ag
SIDQUINY PIBD JPP/AIPAID [ea1s Aoyl ‘Buiwnups g

J UO UOIBILIOJU]
feuossad anod s Joded Ja110 Jo sypq Joj Fupjoo]
ysey ysnoay adewwna Aoy, "Buinig Jeysduing |

:Buipnjoun ‘uoneutiojul jeuosiad Jnok [ea)s 0}
spouiow Jo f1aLieA B asn sanaiy} Ayusp) pejims

'SNIddVH 143HL QI SAYM NOWINOD




(8€EV-8EY) L4IHL-AI-248-1 | 143HLAI/A09° 014 | 08602 00 'NOLINIHSYM MN “"3AY YINVATASNNIJ 009 I NOISSINWOD 3avdl Tvdda3d Hau1pi/aob-oyy mmm

(aN3430-193130-43130

08502 DU ‘UOISUISBA, ‘UOISSIUWOY) APLI], [PIapa] . ”
‘asnoydurreal) Yoy J, Anuapy :[rew Ag v ”
197%-69-998-T ‘ALL J0
(8€€H-8EY) LAHHL-UI-LL8-1 -ouoyd 4g ©
Yaurpiaobi-oy auwpug © "
"SUOITE3NSIAUT 2131} UT AT)UN0d ay) %
SSOLDE S[EDLJ0 JURUINI0NUD Me] sdfey 1odas Jnog f

“UOISSIUIIIO) IPEIL, [219Pa] A1) 0) o1 A Joday = ISTOY JNOA UT JUOP 310 Suisey 18 Jo ‘djary apisino

Aordws ‘sarewnwoos axey nok J1 Aenadsa ‘owoy e

oW o) Jo e jou pip noA sagreyd 1oy Supjoo] W sl . .
Jood yuea Aeur oym SI0IIPAId Yim noA d[ay o] semigo Apxen3ax suawagers BUI[Iq PUE SJUNoOdE _, R .
UBWRDI0JUA Mb] (s 10da v of] “prodaax soyjod ¢ afry = [ERUETY MITAYY “SJUaWRIE]S [BRURUY JNOK = | o T— .h..%ﬂw“mﬂ ww:ﬁwm_.m M«.H_Mcmo.gom MM
S § ; IR
‘YA Y1 INOCE SUOTIESIIAUOCD - "T8ZS-8FE0E VO ‘BIVERY ‘187501 X0g "0d ,Emﬁ. Mﬂﬁ uw_omxm promssed mzwﬂwpo U w_,_mq_ jLuoq =
InoA Jo SpIodal pur Sjuswndop jo sardod dogy © ‘301A1ag 15anbay 110day Hpax) enuuy | . . )
"PAGILYISIP S1GAP JUINPNL] A1) PUE PASOLD 12| “BILIM UBD OS[E N10J JEaA [ora sitodar jipad “ s s ul >c.m.u=__=c_=m=w=c JISIA
SEY JUN02E PANASIP ) JBY) UONEIYLIIA JO HSY L 991] InoA 19pIo 0} ‘saruedwod sa1y) 3saY) 4q a1ep-01-dn woy) doay ..sﬁmnzwu WOy Inok
“JUATUAILIS USPLIA In0k PTLAID IDIAIIS ¥ ‘RT78-ZTE-LLS T [[ED 10 ) 10101d 07 2XEAYOS SIUA-NUE PUE ‘Dreaids-nuy
woddns o1 yaypiynob-ay e NABPIIY JOY, (1T o) 3S() © wog-Jodagiipaigenuuy mmm ISy o mﬁe.mE 3871 MOWY NOA SSAIPPE ¢am & ut adky ‘prajsur
suaumoop Sunsoddns jo 1 10 yse 'S[TeWd PAIDIOSUN UT JUIS SYUI| UO YOI[D JIAIN =
sordod yim ‘Gunua ur dn mofjog K30 mod notpm noA Ji xeak yoea podaa ypaxd moA jo Adod “)is SUITEAP 28 NOA oYM MO
paBueyd 10 pauado sem JuNodE UE 2IeYM Aurdwod 39J) £ n0A 948 03—uoTUNSURI], PUE ‘UeLadxy NOA SSI[UMN JAUIDIUT A} JAAO JO ‘[TeU JTf) YSnoIy)
[oE3 Jo sjusuedap pney 1o ALIN0as Ay} ey © ‘xgymbg—samuedwod Suniodas roumsuod _ ‘ouoyd 9y 1o vonewIojUI [EuosIad N0 A8 U0 =
AQUB[NpNEI} PAYST[qrISa 10 Yim paradue) apmuoney Jofew oY) saambaa mef Ay, C : i Py
U99( 2ABY 1B} SIUNOIDE AUE 3S0[) 'SIUNOIIE ISOT) A101s1y Sured [iq noA puv aAey nok sjunodoE SEHITHALE JATHONE 2510} 3155 J0Z s snoll

A[9INOSqE JT AJUO N0 I DATY O ¥ U0 JAqUING Arndag
[BID0S JNOA 1LIM JO JOJfEM JNOA UT PIED AIINISG [BI00S
$1gap puk ‘vado 1, upIp NOA SIUNOIVE ‘PAIILIU0D 1,UIALY] Inof AL1ed 1,00(] RQUINY ALIND9S [RI0S IN0A 109104

1no£ saredurod woxy sambuy 10y 3007 ‘Spoday pard adsug .
| WAY) PIEISIP NOA DI0JO( UOIBULIOJUT

InoA Jo sardod 2315 01 noA sapnua 1afe pnely v Jureid | peuosiad gy sposaded pur semoop [EDUELY PaJyS =

Tegm FUIpnpUT ‘noA 1N0GE UONBIIOJUT

: A
00, T G JR1, N 0D0 S 410 ureyuod spodos ypaxy “1redax 1pard anox =

087.-089-008-1 :worunsueyy, © ayew Jou pIp noA saseydand JNOGE SIAPI] JO S[[ED) = _
(ThLE-L6E) NVIYIIXT-888-] ‘ueradxy o _ ‘uefyewniop nof Guiprenbaes Ag senaiy Ainuapi iejag
6879-$75-008-1 :xepinby uoseal Juaredde ou Joj JIpad Jo S[erua( =

Juanns st Auedurod auo 0] [[ed € Jage pnely Aep-06

Tentur ue §urv]d 10§ SIDqUINU Jaj-[[01 9ARY SoTUedwod SUAUUIATEIS JUNOIOE 10 SPIED JIpaId pajoadxauy

‘aweu poob anoA uini

Sunroday JWNSUOD IPIMUONEY 2911} Y, SIUNOIOE SE 94 ._
Sumstxa 1nof o) saBury 9¥ew IO WL INOA UT SJUNOIDE pRaise B N {0 Up FEL TR pue 11pato inok Aoxnsap ueo 3| ‘Aauow pue
mau wado £ 210j0q saanpadord uTEIIRd MOJ[0] 0) ‘onuaye awin noA 1509 uea Yoy APu3pj ‘sawWiLI9 18Yyjo
SIO)PALD S[[2) 1ATE Ay, ‘Afnyared sprodax a1y MaTAS aerpaurut 231nbax yeyy sudis 01 119[E 3y 10 pneJy Junwod o} abpajmouy nok noyym
pue ‘sprodaa 11pass anok wo JIB[y pney,, € 30e[d » - z
‘sjuaLIeiels fuiljig pue Sjuncooe jeisueul Mok pasn pue uajojs s uoijewriojul jeuosiad anoA
*11 198dsns noA se uoos se Yaul () 1suiefie pualag Buuoyuow fsunos Ag Ayagoe snoioidsns 108180 UayMm SIndI0 3 alulid SnoLas e s| Yyayy Aiuap]

TN\




http://www.socialsecurity.gov/onlineservices/
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